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ObjectivesObjectives

 Understand the complexity of Web Understand the complexity of Web 
infrastructure and current trends of Web infrastructure and current trends of Web 
threatthreat

 Understand the mechanisms and defense of Understand the mechanisms and defense of 
major Web attacks: XSS, SQL injection and major Web attacks: XSS, SQL injection and 
shell attacksshell attacks



  

Recap

Reconnaissance

Gain information about a system
Vulnerabilities

Attributes of a system that can be maliciously 
exploited

Attacks

Procedures to exploit vulnerabilities



  

Why Web SecurityWhy Web Security

 60% of total attack attempts on the Internet 60% of total attack attempts on the Internet 
are against Web applicationsare against Web applications

 80% of vulnerabilities discovered are in web 80% of vulnerabilities discovered are in web 
appsapps

A web application or web service is a software A web application or web service is a software 
application that is accessible using a web application that is accessible using a web 

browser or HTTP(s) user agent.browser or HTTP(s) user agent.



  

Anatomy of Web Attacks



  

Anatomy of Web Attacks
 Attacker breaks into a legitimate website 

and posts malware
 Malware is no longer exclusive to malicious Web sites.
 Today it is common place for legitimate mainstream Web sites to act as 

parasitic hosts that serve up malware to their unsuspecting visitors.
 Attacking end-user machines.

 Malware on a Web site makes its way down on to a user’s machine 
when that user visits the host Web site. 

 “Drive-by-download” – happens automatically with no user interaction 
required 

 Additional techniques which do require some input from the user, but in 
practice are equally, if not more so, effective.

 Leveraging end user machines for malicious activity. 
 The most malicious activities begin once new malware has established 

a presence on a user’s machine. 



  

GETTING ONTO A USER’S 
COMPUTER 



  

Automatic Attack Exposure 

 Techniques used to deliver 
malware from Websites to a users 
computer.

 Exposure
– Browsing a website
– No user interaction is required
– Executable content is 

automatically downloaded



  

Typical Sequence of Events

1)Attacker compromises a good 
website

2)Visit website
3)Redirected to a bad website
4)Corrupt code is downloaded 
5)Installed on the computer
6)Corrupt software takes control



  

Attack Toolkits

 Profiling the victim
– Based on the Specific Operating System

– Browser Type

 Timing the attack
– Attack only once every hour

 Geographical variances
– Regional attacks on users

 Selective use of vulnerabilities
– Based on the protection of the users

 Random attacks
– No pattern, no reason, unpredictable



  

How Do Websites Get 
Infected?
 It used to be malware was only on illicit sites 

such as adult material and pirated software
– Targeted users looking with short-term needs

 Today legitimate and mainstream websites are 
targets

– Complexity of websites - combination of many 
different Web content sources, dynamically 
constructed using many different scripting 
technologies, plug-in components, and databases

– Web advertisements
– A webpage can have content coming from 10-20 

different domains



  

How are legitimate Web sites 
compromised?
SQL Injection Attacks

– Finding flaws in Web sites that 
have databases running behind 
them.

– A poorly validated input field in a 
Web input form may allow an 
attacker to insert additional SQL 
instructions which may then be 
passed directly into the backend 
database



  

How are legitimate Web sites 
compromised?
Cross Site Scripting

– In it’s simplest form, it’s a process that can occur 
anywhere a web application uses input from a malicious 
user to generate output without validating or encoding the 
input.  

– During a Cross Site Scripting attack, a malicious source 
sends a script that is executed by the end user’s browser.  
It allows attackers to embed code from one webpage into 
another webpage by changing its HTML code.

– It’s been used to deface web sites, conduct phishing 
attacks, or it can take over a user’s browser and force 
them to execute commands they’re unaware of.   

– Cross Site Scripting attacks usually come in the form of 
JavaScript



  

Poisoned search engine

 The bad guys create numerous websites for 
well known keywords and use these sites to 
feature high upon on web searches. 

 When a user searches for a particular name 
or subject and clicks on a poisoned link, he 
or she is taken to a fake website where they 
are told to either download software to 
continue or else malware is downloaded 
while they are looking at the content.



  

How are legitimate Web sites 
compromised?
Malicious Advertisements

– Many Web sites today display 
advertisements hosted by third-
party advertising sites

– Volume of ads published 
automatically makes detection 
difficult

– Random appearances further 
compounds the detection



  

A Web shell
 A Web shell is executable code running on a server that gives an attacker 

remote access to functions of the server. 

 A Web shell can also be seen as a type of Remote Access Tool (RAT)or 
backdoor Trojan file

 Web shells are installed on a Web server through a compromise of some 
kind. 

 The compromise could be through a legitimate Web application on the 
server using techniques like SQL injection, Remote File Inclusion, 
unvalidated file upload feature or through a valid user’s stolen credentials. 

 When the shell is installed, it will have the same permissions and abilities 
as the user who put it on the server. 



  

A Web shell
 The shell may be a full featured administrative GUI or as simple as a single line of code that 

simply takes commands through a browser’s URL field and passes them on to the back-end 
server. 

A Simple Shell (Custom)

– A PHP shell can be as simple as:  <?php passthru($_GET[‘x’]; ?>

 If an attacker can get this line of code into a file on the Web server that has PHP running and 
hasn’t blocked the passthru() function, he can then issue system commands through a browser. If 
this line is saved in a file named foo.php on the  http://www.example.com Web site, he would 
issue commands through the PHP $_GET variable in the URL. Example: 

• http://www.example.com/file.php?x=cat%20%2Fetc%2Fpasswd

 The PHP passthru function, or the similarly functioning eval(), exec () and system() are functions 
that will take a string and send the string to the underlying system for processing. The above 
request will take the value of x, urldecode it and send the command: cat /etc/passwd to the 
operating system. 

 If the file permissions allow it, the browser will then display the contents of the /etc/passwd file 
or any other file the attacker wishes to view.



  

A Full-Featured 
Shell(c99madshell)
 It is approximately 1,500 lines long and some of its features include 

displaying security measures the server may have in place, a file viewer 
that includes the files’ permissions, an area where the user can run 
custom PHP code on the server, and the contents of phpinfo().

 Phpinfo() is a core PHP function that creates a Web page and outputs 
valuable information about the OS, Web server and PHP configurations.

 It also has the ability to search the server for configuration files, 
password files and other writeable files and directories. It also has tools 
built in to encode/decode strings from various formats as well as a 
bruteforce password cracker. 

 It has a GUI to directly connect to a database server and if the attacker is 
concerned about detection, it has a function to self-delete the shell.



  

Malicious File Execution

 When Developers program applications to use input 
files provided by the user and the bad guy is the one 
entering the file, a malicious file is executed 
unknowingly, thus we have malicious file execution.  

 Malicious file execution attacks can occur anytime 
the application accepts filenames or files from a 
users.  

 When these files are executed, they can be used to do 
just about anything from stealing data to taking over 
the entire system.



  

Denial-of-Service (DoS)
Attacker causes web server to be unavailable.
How attack is performed:

 Attacker frequently requests many pages from your web 
site.

 distributed DoS (DDoS): DoS using lots of computers
 Your server cannot handle this many requests at a time 

( just becomes very slow).
Problems that this attack can cause:

 Users cannot get to your site.
 Server may crash and lose or corrupt important data.
 All the bandwidth used by the DoSers may cost you $$$.



  

GETTING ONTO A USER’S COMPUTER
(WITH A LITTLE HELP FROM THE USER)

 People are tricked into performing actions they would not 
otherwise want to perform



  



  

GETTING ONTO A USER’S COMPUTER
(WITH A LITTLE HELP FROM THE USER)



  

Types of Social 
Engineering Attacks

 Fake Codec
 Malicious Peer-to-Peer (P2P) Files
 Malicious Advertisements
 Fake Scanner Web Page
 Blog Spam



  

Fake Codec

 User is prompted to install a 
missing codec

 Codec is actually malware code
– Usually a trojan horse



  

Malicious Peer-to-Peer 
(P2P) Files
 Malware authors bind content into popular 

applications
– Files named after celebrities, popular 

bands
– Uploaded to popular P2P sites where they 

are downloaded by unsuspecting users
 Openly available how-to materials on the 

Internet
– Details how to build and distribute 

malware
– Pay-Per-Install malware



  

Malicious Advertisements

 Malware authors advertise their 
fake codecs to unsuspecting users

– Use legitimate advertising channels

– Sponsored links pointed to pages masked 
as legitimate downloads for official 
versions of software

 Advertising providers have taken 
notice, but this is difficult to 
mitigate owing to volume



  

Fake Scanner Web Page

 Create a web site or product that 
misrepresents the truth

– JavaScript pop-ups notifying of 
false need to install operating 
system updates



  

Blog Spam

 Alluring links posted on blogs 
– Links embedded in blog 

comments
– Direct users to sites that leverage 

social engineering tricks or 
browser exploits to spread 
malware



  

Other Attack Vectors

 Spam
– Emails contain links directing 

people to drive by download, fake 
scanner/codec, and malware sites

 Pirated software sites
– Pirated versions of software are 

bundled with or comprised solely 
of trojan horses



  

Malware Activities
 Stealing personal information

 Keyloggers 
 capture username, passwords for 

various sites
 Banking, Shopping, Gaming and email 

accounts
 Capture credit card numbers

 Botnet proliferation
 Remote control to coordinate large scale 

attacks



  

Phishing
 The victim is led to believe that he or she is on a legitimate 

website
  victims may think that they are on their bank’s website, and 

therefore do not think twice about using pin numbers as 
requested. 

 Phishing attacks have been known to target company email 
websites (webmail), public email websites (like Gmail) and 
popular sites like Amazon or eBay. 

 To Identify:-
 look at the URL. 
 never follow links by email but to type them in or use 

bookmarks. 



  

Web browser exploits
 Cybercriminals have also set up websites that 

exploit security holes in the web browser. 
 This technique allows them to gain access without 

the victim’s knowledge.
 This typically means that a successful attacker who 

exploits the web browser gets access to private 
 emails, sensitive documents and anything else that 

that the user running the web browser has access 
to. 



  

Third party add-ons

 The majority of websites require the use of 
third party add-ons such as Adobe Flash 
player and Acrobat Reader. 

 Both of these widely used products have 
become a favorite target for cybercriminals. 

 These third party add-ons are used to push 
users to other websites that have been 
compromised. 



  

Downloads
 some attacks rely on end-users downloading executable files. 
 As soon as these sites become infected, they can start serving 

malware, thus exploiting a user’s tendency to trust content 
based on reputation. 

 When a legitimate news site asks end-users to download an 
executable file (e.g., codec) to view an intriguing video, many will 
comply because they trust that website.

 Malware creators use a variety of techniques to convince 
users to visit poisoned sites, search results and download 
executables.

 The bad guys love to play on two characteristics of human 
nature: fear and curiosity.



  

So far...

It appears that there is a common theme,  
Applications with Dynamic code or user inputs 

have the most vulnerabilities – and that seems to 
be the current trend in application development.  

So if you’re building applications of that nature, 
make sure you test them carefully.



  

WHAT CAN YOU DO TO 
PROTECT YOURSELF? 



  

Cross Site Scripting

 Validate the users input against what is expected
 Encode user supplied output
 After you believe you’ve done the right things 

during code development, inspect your code with 
a scan.



  

SQL Injection

 You can put tight constraints on user inputs.  But 
the best method of preventing SQL injection is to 
avoid the use of dynamically generated SQL in 
your code. Instead use stored or canned 
procedures.  

 And then again, run a scan to make sure your 
application is not vulnerable to SQL injections.



  

Malicious File Execution

 Strongly validate user input using "accept 
known good" as a strategy, or isolate 
incoming files and check them legitimacy 
before executing them. 

 Disable certain PHP commands: I suggest 
that you visit the OWASP website to see 
what commands to disable.



  

 Fake web URLs

  Learn how to recognize a fake URL and 
how to set your web browser's security 
settings to protect you against such sites.

 Turn off automatic pop ups and disable 
ads and Javascript in your browser for 
added protection.



  

Web shell 
 Periodically do a search of all files in the web root hierarchy 

looking for the functions that a shell depends on, such as the 
eval(), passthru(), exec() and system() if running PHP or the 
equivalent in the supported languages. 

 Logs can also indicate there is a shell on a server and in use. 
Watch for unusual requests to files when the requests do not 
correlate  or don’t make sense by protocol. 

– A PDF or JPG file being called with GET parameters could be an 
indication the file extension is not accurate and that it is actually a 
Web shell.

 With WAF rules turned on and watching for characteristics of 
requests and responses with a shell, you can get an indication of 
a Web shell in use and determine its location on the server



  

Adware, spyware, scareware, and 
viruses
 Avoid downloading free software unless you are certain it's 

from a reputable company.
 Be careful of sites that tell you to install a new "plug-in" or 

"media player" to continue.
 Another way criminals try to snag users is by offering 

"malware protection" through a message that pops up saying 
a virus has already been detected on the user's computer 
(hence the term "scareware").

 Instead of fixing the "problem," users end up downloading a virus 
laded piece of software. 

 Install virus protection software and make sure your firewall 
is turned on for added protection.



  

Ways to Prevent Social 
Engineering
 Training

 User Awareness
 User knows that giving out certain information is bad

 Policies
 Employees are not allowed to divulge private information
 Prevents employees from being socially pressured or 

tricked
 Be suspicious of unsolicited phone calls, visits, or email 

messages from individuals asking about internal 
information

 Do not provide personal information, information about the 
company(such as internal network) unless authority of person is 
verified



  

Software Protection

 Update and Patch Software
– Get latest OS, Browser, Application patches

– Browser Plug-in updates often forgotten
 Endpoint Protection Software

– Heuristic File Protection

– Intrusion prevention system – prevent drive 
by Behavioral monitoring

 Update Protection Software Subscription
– 70000 virus variants possible in a week 



  

Behavioral Protection
 Be Suspicious

– Avoid things that seem too good to be true

– Use safe search functionality in browsers

 Adopt Strong Password Policy
– Use mixture of letters, number, and symbols

– Change passwords frequently

– Use unique passwords for different sites

 Prevention is the key
– Reduce or Eliminate the Vulnerability

– Adaptive experienced based techniques

– Be proactive in protecting systems

– Cheaper to prevent than the repair infected systems



  

General Safety

 Before transmitting personal information over 
the Internet, check the connection is secure 
and check the url is correct

 If unsure if an email message is legitimate, 
contact the person or company by another 
means to verify

 Be paranoid and aware when interacting with 
anything that needs protection.



  

Apache Web Server Security and 
Hardening Tips



  

How to hide Apache Version and 
OS Identity from Errors
 When you install Apache, it displays the version of your 

Apache web server with the Operating system name in Errors. 
It also shows the information about Apache modules installed.

 Open configuration file and search for “ServerSignature“, its 
by default On. 

 We need to Off these server signature and the second line 
“ServerTokens Prod” tells Apache to return only Apache as 
product in the server response header on the every page 
request, It suppress the OS, major and minor version info.

» ServerSignature Off

» ServerTokens Prod



  

Disable Directory Listing

 By default Apache list all the content of 
Document root directory in the absence of index 
file

 We can turn off directory listing by using Options 
directive in configuration file for a specific 
directory. For that we need to make an entry in 
httpd.conf or apache2.conf file.
<Directory /var/www/html>

Options -Indexes

</Directory>



  

Keep updating Apache Regularly

 Apache developer community is continuously 
working on security issues and releasing its 
updated version with new security options.

 It is always recommended to use the latest 
version of Apache as your web server.

 To check Apache version: You can check your 
current version with httpd -v command.

 Server version: Apache/2.2.15 (Unix)
 Server built:   Aug 13 2013 17:29:28



  

Disable Unnecessary Modules

 It’s always good to minor the chances of being a 
victim of any web attack. So it’s recommended 
to disable all those modules that are not in use 
currently. You can list all the compiled modules 
of web server, using following command.

 grep LoadModule /etc/httpd/conf/httpd.conf
 To disable the particular module, you can insert 

a “#” at the beginning of that line and restart the 
service.



  

Run Apache as separate User and 
Group
 With a default installation Apache runs its process with user 

nobody or daemon. 
 For security reasons it is recommended to run Apache in its own 

non-privileged account. For example: http-web.
 Create Apache User and Group

 # groupadd http-web
 # useradd -d /var/www/ -g http-web -s /bin/nologin http-web

 Now you need to tell Apache to run with this new user
 Open /etc/httpd/conf/httpd.conf with  and search for keyword “User” 

and “Group” and there you will need to specify the username and 
groupname to use.

 User http-web
 Group http-web



  

Use Allow and Deny to Restrict 
access to Directories
 We can restrict access to directories with “Allow” and “Deny” options in 

httpd.conf file. Here in this example, we’ll be securing root directory, for 
that by setting the following in the httpd.conf file.
<Directory />

 Options None

Order deny,allow

Deny from all

</Directory>
 Options “None” – This option will not allow users to enable any optional 

features.
 Order deny, allow – This is the order in which the “Deny” and “Allow” 

directives will be processed. Here it will “deny” first and “allow” next.
 Deny from all – This will deny request from everybody to the root 

directory, nobody will be able to access root directory.



  

Use mod_security and mod_evasive 
Modules to Secure Apache
 Mod_security - works as a firewall for our web 

applications and allows us to monitor traffic on a 
real time basis. It also helps us to protect our 
websites or web server from brute force attacks. 
You can simply install mod_security on your server 
with the help of your default package installers.

 Install mod_security on Ubuntu/Debian
 $ sudo apt-get install libapache2-modsecurity
 $ sudo a2enmod mod-security
 $ sudo /etc/init.d/apache2 force-reload



  

Use mod_security and mod_evasive 
Modules to Secure Apache
Mod_evasive
 It prevents DDOS attacks from doing as much damage. 
  It detects attacks with three methods.

     If so many requests come to a same page in a few times 
per second.

     If any child process trying to make more than 50 
concurrent requests.

     If any IP still trying to make new requests when its 
temporarily blacklisted.

 mod_evasive can be installed directly from the source. 



  

Disable Apache’s following of 
Symbolic Links
 By default Apache follows symlinks, we can turn off this feature 

with FollowSymLinks with Options directive. And to do so we 
need to make the following entry in main configuration file.

 Options -FollowSymLinks
 And, if any particular user or website need FollowSymLinks 

enable, we can simply write a rule in “.htaccess” file from that 
website.

 # Enable symbolic links
 Options +FollowSymLinks

 Note: To enable rewrite rules inside “.htaccess” file 
“AllowOverride All” should be present in the main 
configuration globally.



  

Turn off Server Side Includes and 
CGI Execution
 We can turn off server side includes (mod_include) and CGI execution if not needed.

Options -Includes

Options -ExecCGI
 We can do this for a particular directory too with Directory tag. 

<Directory "/var/www/html/web1">

Options -Includes -ExecCGI

</Directory>
 Here are some other values with can be turned On or off with Options directive.

     Options All – To enable All options at once. This is the default value, If you don’t want 
specify any values explicitly in Apache conf file or .htaccess.

     Options IncludesNOEXEC – This option allows server side includes without the execute 
permission to a command or cgi files.

     Options MultiViews – Allows content negotiated multiviews with mod_negotiation 
module.

     Options SymLinksIfOwnerMatch – It’s similar to FollowSymLinks. But, this will follow 
only when the owner is the same between the link and the original directory to which it is 
linked.



  

Limit Request Size
 By default Apache has no limit on the total size of the HTTP 

request i.e. unlimited and when you allow large requests on a 
web server its possible that you could be a victim of Denial 
of service attacks.

 You can set the value in bytes from 0 (unlimited) to 
2147483647 (2GB) that are allowed in a request body. 

 Here in this example, user_uploads is a directory which 
contains files uploaded by users. We are putting a limit of 
500K for this.
<Directory "/var/www/myweb1/user_uploads">

LimitRequestBody 512000

</Directory>



  

Protect DDOS attacks and 
Hardening
 It’s true that you cannot completely protect your web site from DDos 

attacks. Here are some directives which can help you to have a control on it.
     TimeOut : This directive allows you to set the amount of time the server will 

wait for certain events to complete before it fails. Its default value is 300 secs. 
It’s good to keep this value low on those sites which are subject to DDOS 
attacks. 

     MaxClients : This directive allows you to set the limit on connections that 
will be served simultaneously. Every new connection will be queued up after 
this limit. It is available with Prefork and Worker both MPM. The default value 
of it is 256.

     KeepAliveTimeout : Its the amount of time the server will wait for a 
subsequent request before closing the connection. Default value is 5 secs.

     LimitRequestFields : It helps us to set a limit on the number of HTTP 
request’s header fields that will be accepted from the clients. Its default value is 
100. It is recommended to lower this value if DDos attacks are occurring as a 
result of so many http request headers.

     LimitRequestFieldSize : It helps us to set a size limit on the HTTP Request 
header.



  

Enable Apache Logging
 It is wise to enable Apache logging, because it provides more 

information, such as the commands entered by users that have 
interacted with your Web server.

 To do so you need to include the mod_log_config module. 
There are three main logging-related directives available with 
Apache.

    TransferLog: Creating a log file.
     LogFormat : Specifying a custom format.
     CustomLog : Creating and formatting a log file.

 You can also use them for a particular website if you are 
doing Virtual hosting and for that you need to specify it in the 
virtual host section. 



  

Enable Apache Logging

<VirtualHost *:80>

DocumentRoot /var/www/html/example.com/

ServerName www.example.com

DirectoryIndex index.htm index.html index.php

ServerAlias example.com

ErrorDocument 404 /story.php

ErrorLog /var/log/httpd/example.com_error_log

CustomLog /var/log/httpd/example.com_access_log 
combined

</VirtualHost>



  

Securing Apache with SSL 
Certificates 
 You can secure your all the communication in an encrypted manner 

over the Internet with SSL certificate. Apache sends all this 
information in encrypted text.

 You can purchase SSl certificates from So many different SSL 
providers like namecheap.com. If you are running a very small web 
business and do not willing to purchase an SSL certificate you can 
still assign a Self signed certificate to your website. 

 Apache uses the mod_ssl module to support SSL certificate.

# openssl genrsa -des3 -out example.com.key 1024

# openssl req -new -key example.com.key -out exmaple.csr

# openssl x509 -req -days 365 -in example.com.com.csr -signkey 
example.com.com.key -out example.com.com.crt



  

Securing Apache with SSL 
Certificates 
 Once your certificate has been created and signed. Now you need to add this in Apache 

configuration. Open main configuration file and add the following lines and restart the service.

<VirtualHost 172.16.25.125:443>

        SSLEngine on

        SSLCertificateFile /etc/pki/tls/certs/example.com.crt

        SSLCertificateKeyFile /etc/pki/tls/certs/example.com.key

        SSLCertificateChainFile /etc/pki/tls/certs/sf_bundle.crt

        ServerAdmin ravi.saive@example.com

        ServerName example.com

        DocumentRoot /var/www/html/example/

        ErrorLog /var/log/httpd/example.com-error_log

        CustomLog /var/log/httpd/example.com-access_log common

</VirtualHost>

 Open up your browser, type https://example.com, and you will be able to see the new self-
signed certificate.



  

Suggestions?
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