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Web Application - Definition

A web application or web 
service is a software application 
that is accessible using a web 
browser or HTTP(s) user agent.



HTTP

Request

Response

Server

www.mydomain.com

(64.58.76.230)

Port: 80

Client PC

(10.1.0.123)

 Hypertext Transfer Protocol
• “Hypertext Transfer Protocol (HTTP) is a 

communications protocol for the transfer of 
information on intranets and the World Wide 
Web. Its original purpose was to provide a 
way to publish and retrieve hypertext pages 
over the Internet.”



HTTP Request - GET

 Form data encoded in the URL
 Most common HTTP method used on the web
 Should be used to retrieve information, not for actions 

that have side-effects



HTTP Request - GET

GET http://www.mysite.com/kgsearch/search.php?catid=1 HTTP/1.1

Host: www.mysite.com
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.1.13) 
Gecko/20080311 Firefox/2.0.0.13
Accept: 
text/xml,application/xml,application/xhtml+xml,text/html;q=0.9,text/plain;q=0.8,image/png,*/*
;q=0.5
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7
Keep-Alive: 300
Connection: keep-alive
Referer: http://www.mysite.com/

http://www.mysite.com/kgsearch/search.php?catid=1
http://www.mysite.com/kgsearch/search.php?catid=1


HTTP Requests - POST

 Data is included in the body of the request. 
 Should be used for any action that has side-effects

• Storing/updating data, ordering a product, etc…



HTTP Requests - POST

POST http://www.mysite.com/kgsearch/search.php HTTP/1.1
Host: www.mysite.com
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.1.13) Gecko/20080311 
Firefox/2.0.0.13
Accept: text/xml,application/xml,application/xhtml+xml,text/html;q=0.9,text/plain;q=0.8,image/png,*/*;q=0.5
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7
Keep-Alive: 300
Connection: keep-alive
Referer: http://www.mysite.com/

catid=1

http://www.mysite.com/kgsearch/search.php?catid=1
http://www.mysite.com/kgsearch/search.php?catid=1


GET v. POST Security

 There information contained in parameters can tell a 
user a lot about how your application works

 GET parameters are easily visible in the address bar
 POST parameters are hidden from the average user

• Users can still view source code

• Users can still view the packets

• Users can still intercept & modify web requests



.



Why is HTTP Security 
Important?

 Easiest way to compromise hosts, networks and 
users.
 Widely deployed.
 Incredibly hard to defend against or detect.
 Most don’t think of locking down web applications.
 Weak Intrusion detection.



Famous quote of the day

“Every program has at least two purposes: 
the one for which it was written, and 
another for which it wasn't.” 

-Alan J. Perlis



Web Sites

Browser

No applications

Static pages

Hard coded links

Web Server



Web Application Vulnerabilities

“If builders built buildings the way programmers wrote programs, then 
the first woodpecker that came along would destroy civilization.”

-Weinberg's Second Law 



 Technical Vulnerabilities
• Result of insecure programming techniques
• Mitigation requires code changes
• Detectable by scanners 

 Logical Vulnerabilities
• Result of insecure program logic
• Most often to due to poor decisions regarding trust
• Mitigation often requires design/architecture changes
• Detection often requires humans to understand the context

Web Application Vulnerabilities



Web Application Vulnerabilities

Platform

Administration

Application

Known Vulnerabilities

Extension Checking 

Common File Checks 

Data Extension Checking 

Backup Checking

Directory Enumeration

Path Truncation

Hidden Web Paths

Forceful Browsing 

Application Mapping

Cookie Manipulation 

Custom Application 
Scripting 

Parameter Manipulation

Reverse Directory 
Transversal

Brute Force

Application Mapping

Cookie Poisoning/Theft

Buffer Overflow

SQL Injection

Cross-site scripting  

Web application vulnerabilities occur 
in multiple areas.



How to Secure Web Applications

 Incorporate security into the lifecycle

• Apply information security principles to all 
software development efforts

 Educate

• Issue awareness, Training, etc…



HTTPS

 HTTPS or Secure HTTP 
 A combination of Hypertext Transfer 

Protocol (HTTP) with SSL/TLS protocol. 
 Now everything you communicate over 

HTTPS will be sent and received in 
encrypted form, which adds the element 
of safety.



What is OpenSSL

The OpenSSL Project is a collaborative 
effort to develop a robust, commercial-
grade, fully featured, and Open Source 
toolkit implementing the SSL_v2/v3 and 
TLS_v1 protocols as well as a full-
strength general purpose cryptography 
library.



SSL Protocol

The primary goal of the SSL (Secure 
Sockets Layer) Protocol and its 
successor - TLS (Transport Layer 
Security) Protocol is to provide privacy 
and reliability between two 
communicating applications.



SSL Protocol Cont..

It is composed of two layers:
 SSL Record Protocol

• It is used for the transmission of bulk data.

 SSL Handshake Protocol
• It is used to establish the secure connection 

for data transfer.



SSL Protocol Cont..

Handshake
 Negotiate the cipher suite
 Authenticate the server
 Authenticate the client (Optional)
 Generate the session keys
 Establish a secure connection



What is an SSL Certificate?

 SSL (Secure Sockets Layer) is the standard security 
technology for establishing an encrypted link between a 
web server and a browser. 

 Provides a secure connection between internet browsers 
and websites, allowing you to transmit private data online. 

 Sites secured with SSL display a padlock in the browsers 
URL and possibly a green address bar if secured by a 
recognized Certificate.

 



So what is SSL used for? 

 The SSL protocol is used by millions of e-Business 
providers to protect their customers, ensuring their 
online transactions remain confidential. 

  All web browsers have the ability to interact with 
secured sites so long as the site's certificate is 
from a recognized certificate authority, such as 
Comodo.

 



What is an SSL (Secure Sockets 
Layer) Certificate?



Why do I need SSL on My site?
 The Internet has spawned new global business opportunities for 

enterprises conducting online commerce. However, that growth has also 
attracted fraudsters and cyber criminals who are ready to exploit any 
opportunity to steal consumer details. 

 Unless the connection between a client (e.g. internet browser) and a 
webserver is encrypted, then any moderately skilled hacker can easily 
intercept and read the traffic.

How can I tell when a site uses SSL?
 When a digital certificate is installed on a web page, users will see a 

padlock icon in the browser address bar. When an Extended Validation 
Certificates is installed on a web site, the address bar will turn green 
during secure sessions.

 Users on sites with SSL Certificates will also see https:// in the address bar



Who's Behind It?
 SSL certificates are issued by a certificate authority (CA). 
 A CA will issue a certificate after it has confirmed the identity of the 

company applying for the certificate, and that the applicant owns the 
domain named in the certificate. 

 Certificates issued to a website are chained to what is known as a 
'trusted root' certificate, which is owned by the CA. These root certificates 
are embedded in what is known as the 'certificate store' in popular 
internet browsers such as Chrome, Firefox and Internet Explorer. 

 If a browser encounters a website certificate which chains to a root in its 
certificate store, then it allows the https connection to proceed. 

 If the browser encounters a certificate which is not chained to a root in its 
store, then it will warn the end user that the connection is not trusted and 
that the user should not submit any confidential information. 



Apache Security with SSL

 Secure communication between client and 
server.

 SSL protocol works on top of the TCP/IP layer 
and below the Application layer.

 Once authentication and handshaking are done 
then data is transmitted using the strongest 
mutually  available cipher over TCP/IP. 

 Weaker ciphers  have  resulted in some potential 
SSL security holes.



Apache+mod_ssl – What is it?

Together Apache and mod_ssl create a system of 
security with digital certificates that allows you to 
offer secure, encrypted connections to your web 
server.

mod_ssl is an Apache module that adds 
“secure sockets layer” (ssl) and “transport 
layer security” (tls) between a web server 
and it's clients (web browsers).



Digital certificates and signatures

 If you generate a local digital certificate you can 
pay a signing authority to verify your certificate and 
they'll send it back to you with their “signature”.

 With the signing authority's signature your 
certificate will be accepted by clients (web 
browsers) without additional prompts.

 A digitally signed certificate implies trust that you 
are who you say you are between your server and 
the clients who connect to it.



How a certificate request is done

To generate a signed digital certificate from a commercial CA for your site 
(using Linux and openssl) you do the following:
 Generate your own public and private keys using openssl.
 Answer requested information for the CA you choose to use.
 Send your public key and information to the CA.
 The CA will verify you are who you say you are.
 The CA creates a signed, digital certificate with their private key, using your 

public key and additional information.
 The signed certificate is made available to you.
 You place the certificate file in the appropriate location.
 Apache will now use this for all https requests. If client browsers have the 

CA's public key, then a secure connection is made without additional 
prompting.



Creating a signed certificate 
locally
 You can sign your own certificate using our 

own private key.
 This can still be useful:
 Encrypts data.
 Deals with man-in-the middle attacks after 

the initial connection and certificate 
acceptance.

 It doesn't cost anything!



SSL - Command-Line 
Interface
Functionality

 Creation of RSA, DSA & DH key pairs
 Creation of X509 Certificates, CSRs & CRLs
 Calculation of Message Digests
 Encryption & Decryption with Ciphers
 SSL/TLS Client & Server Tests
 Handling of S/MIME signed and/or encrypted 

mails



SSL - Command-Line 
Interface - Cont
Example 1 – Secure Apache Web Server with 
mod_ssl & OpenSSL

Example 2 – S/MIME



Secure Apache Web Server 
with mod_ssl & OpenSSL
 Generate the Root Certificate
 Generate the CSR (Certificate Signing 

Request)
 Sign the CSR
 Generate the PKCS12
 Modify the Apache Configuration File



Configure a digital certificate

Do the following steps:
mkdir /usr/local/etc/apache/mycert

cd /usr/local/etc/apache/mycert

openssl genrsa -des3 -out server.key 2048

openssl rsa -in server.key -out server.pem

openssl req -new -key server.key -out \ server.csr (answer the series of 
questions)

openssl x509 -req -days 60 -in server.csr \ -signkey server.key -out 
server.crt

OpenSSL is installed with mod_ssl if it's not already 
on your system.



Configure a certificate cont.

Explanation
openssl genrsa -des3 -out server.key 2048

generates a 2048 bit RSA key using the 
OpenSSL libraries. The key is encoded 
with the des3 (triple des) algorithm.

This key is private.



Configure a certificate cont.

Explanation
openssl rsa -in server.key -out 
server.pem

This removes the passphrase from the 
private key and places the private key in 
server.pem for future use.



Remove the password

If we use the server.key default file then 
each time Apache starts you'll be 
prompted for the passphrase of your 
private key. 

To remove the passphase we'll use the file 
server.pem in place of the current server.key 
file. This is the same as server.key, but it's 
not encoded with a passphrase.



Making the connection

OK, so you have a server.crt (server 
certificate) file and a server.key file (without 
a passphrase). Now what happens when 
someone actually connects to your ssl-
enabled server?

10 Steps to an SSL session

Client wants document from secure server:
https://some.server/document.html

Server sends its certificate to the client.

https://some.server/document.html


Making the connection

10 Steps to an SSL session continued...
Checks if certificate was issued by trusted CA.

Client compares information in the the certificate with site’s 
public key and domain name.

Client tells the server what Cipher suites it has available.

The server picks the strongest mutually available cipher 
suite and notifies the client.

The client then generates a session key, encrypts it using 
the server’s public key and sends it to the server



Making the connection

10 Steps to an SSL session 
continued...

The server receives the encrypted session 
key and decrypts it using its private key.

The client and the server use the session 
key to encrypt and decrypt the data they 
send to each other.



Modify The Apache 
Configuration File
The Apache Configuration File – httpd.conf

LoadModule ssl_module modules/libssl.so

AddModule mod_ssl.c

SSLEngine off

SSLSessionCache dbm:logs/ssl_cache

SSLSessionCacheTimeout 300

Listen 80

Listen 443



Solving problems
If you cannot connect to the server check the 

following:

Check if firewalling software is running and 
blocking access to port 443.

Verify that Apache is listening for connections on 
port 443 using 
netstat -an | grep LISTEN

To see certificate and/or configuration file errors 
look in: ==>



Solving problems cont.

See errors in:

/var/log/messages (tail -f /var/log/messages)

/var/log/httpd-error.log

/var/log/ssl_engine_log

And, as always, you can use:
http://www.google.com/

to look for other people having the same problem.



Understanding SSL: Some 
resources
Original Open Source version by Eric Young:

http://www2.psy.uq.edu.au/~ftp/Crypto/Welcome.html

Nice published resource:
Web Security, Privacy & Commerce, 2nd. Ed.
O'Reilly Press: http://www.oreilly.com/catalog/websec2/index.html

Apache+mod_ssl:
http://www.modssl.org/

Apache-ssl:
http://www.apache-ssl.org/

The OpenSSL Project:
http://www.openssl.org/

file:///../../hervey/docs/nsrc/afnog2009/sa-e/home
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