
Transforming education through ICT

Pfsense Bandwidth Management
Squid and Squidguard

Martin Njau
Systems Administrator

KENET



Transforming education through ICT

Squid
Squidguard/Dansguardian/
Blacklist database-
Shallalist/MESD/Urlblacklist.com – this 
blacklists can also work with some firewall – 
e.g Ipcop,Ipfire

Basic configuration parameters/details

Componets
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Configuration settings

Install squid package.
Install squidguard package.
Enable squid service.
Configure transparent proxy 
settings/interface:NB do not leave this 
option unselected.(open proxies)

Configure Acl's
Download blacklist database.
Enable squidguard service.
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Install squid/squidguard
 package
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Cont..
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Confirm is package is installed
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Configuring Proxy Server Package
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Other Parameters
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Cache Management
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Access Control
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Safe and SSL ports
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Configuring squidguard filtering
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Squidguard general settings
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Blacklist Options
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download the database
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Cont..
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Enable target rule lists
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Cont..
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Cont...
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NB

Ensure that you configure an implicit allow 
to avoid blocking all traffic.
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