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Componets Ckenet

* Squid

* Squidguard/Dansguardian/

* Blacklist database-
Shallalist MESD/Urlblacklist.com — this
blacklists can also work with some firewall —
e.g lpcop,lpfire

* Basic configuration parameters/details

Transforming education through ICT



Configuration settings(C kenet

* Install squid package.

* Install squidguard package.

* Enable squid service.

* Configure transparent proxy
settings/interface:NB do not leave this
option unselected.(open proxies)

* Configure Acl's

* Download blacklist database.

* Enable squidguard service.
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Install squid/squidguard (@ kenet
p aC kag e Kenya Education Network

Siguad P b Stable o infi, High performance web proxy cache.
L.7.9 pko theck e 7
V.43l forum
platform: 121

gy i 3 MHetvwbrk DESCOMTIMUED | Mo infa, DISCOMNTIMUED on pfSerse 1,2.x [EXPERIMENTAL Mot
on pfSense check Bhe al drectives ane ported yetl High performance web proxy
1.2x farum ik, |
L1.14.0.1
platforms 1.21

sy G Mot Managsment Batm Mo infla, High per fomances weh proxy UFL Slber, Reguires proxy
1.4 _3pig chedk the Squid padcape. )
v. .9 forum

platforms 1.1
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cont. Ckenet

Kenya Education Network

S—

D ] J

Installing squid and ics dependencies,

Dovnloading package configuration file... done.
Saving updaced package i1nlormation... done.
Dovnloading squid and its dependencies...

squid-2.7.9 30%
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Confirm Is package Is

* Senvices
Captive Portal
DHCP Relay
DHCP Server
DNS Forwarder
Dynamic DNS
IGMP proxy
Load Balancer
OLSR.

. OpenMTPD
FPPoE Serv
Proxy filter

Proxy server ‘b
RIP

SNMP
| UPRP & NAT-PMP
Wake on LAN
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Configuring Proxy Server Package @ k
C kenet

Kenya Education Network

il Upstream Proxy | Cache Mgmt | Access Control | Traffic Hgmt: | Auth Scttings | Local Users
%

Fm;q-htl.'fﬁm WA z
[LAN | "
bopback. t}

The interface(s) the proxy server will bind 1o,

Allow users on inberface
IF thie Redd i checkad, the users conmeoied ta e inbarface ssleciad in the Prowy nterface” feld vall b2 alowed io use
the proxy, ioe., thene will be no need 1o add the inberface’s subnet to the kst of alioveed subre ts. This is just a shortout.
Transparent proxy /|
I rarsparent mods i enablsd, ol requests for destnabion port 20 will be forwarded b the proxy server vaitheat any
addibonal configuration Necessary.
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Other Parameters  kenet

Enabled logging [V »
This will enable the access log. Don't switch this on if you don't have much disk space left.

Log store directory r\ /var/squid/logs
The directory where the log will be stored (note: do not end with a / mark)
Log rotate r 7

Defrles I!'l-u';ma'lf days of logfiles will be kept. Rotation is disabled if b=ft empty.

Proxy port '._.3115 ’
Tl't'sisﬂ'rtpnrthpm[:?sawwliﬂmm.

ICP port R
This is the port the Proxy Server will send and receive ICP queries to and from neighbor cad
don't want the proxy server to communicate with neighbor caches through ICP.

Visible hostname "%, proxy.pfsense. secure

This i the URL to be displayed in proxy Server erfor messages.
Administrator emad -K. adminipfEnsesacire <

This is the email address displayed in ermor messages to the users.
Language Ersglsh - ¥

Select the language in whach the proxy server will display ermor messages to users.,
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Cache Management Ckenet

Proxy server: Cache management

enert | upstream proxy JRER SRR Acces Contro | Trafhc Home | Authsettngs | LocalUses
-

Hard disk cache sire F 100
mﬂu'garmnt'uhﬂ:m (i megabybes) bo use for cadhed ohjects.

Hard deskc cache syshem W
This spedfies the lond of storage system o use.

sl Lo iblen ol el bemsiam M dall abassme ol sl hes wliomics koo duses
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Access Control C kenet

Proxy server: Access control @
[ General | Upstream Proxy | Coche igmt JERSSRe
Alfigetd sbnets 192.168.255.0/24

192.168.254.0/24 \

Envter each sibnet on A new ine that is allowed 0 use the proxy, The subnets must be axpressed as CIDR, ranges.
[e.g.: 192, 168, 1.0//24), Mate that the proxy interface subnet is aready an allpvwed subnet. All the other subnets won't
bz able to use the proxy.
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Safe and SSL ports Ckenet

ad safeports

ad ssborts

e i I i

", 80 443

This is a space-separated list of "safe ports” in addition to the already defined kst: 21 70 80 21
&31 777901 102565535

%, 443
This is a space-separated list of ports to allow 55L "CONNECT " in addition to the already define

| save |
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Configuring squidguard filtering @

ines | | Linux Pages

»  Firewall

o

Limit the maximu

|\n

Limit the maximu

o

This value specifis
download speed i

o

This value specifigerTu

| | Games | | VMWare | | IBM 5%

* Services

Captive Portal
DHCP Relay
DHCF Server
DMNS Forwarder
Dynamic OMS Mgmt m
IGMP proxy

Load Balancer

OLSR the size spedified her
DpenNTRD

PPPoE Server e size spedified here {

v i
d) the bandwidth th
this value. Set to 0 to

Proxy filter
Proxy server
RIP

SNMP

UPnP & NAT-PMP

q per host, Set to 0

ransforming education through ICT

kenet

Kenya Education Network



Squidguard general settings @kenewt

Proxy filter SquidGuard: General settings

RPN Cornon A | Groups AcL | Trgetcategories | Tmes | Rewrtes | bocist | 109

Enable 7
Check this for enable squsdGuard
For saving configuration YOU need dick button ‘Save’ on bottom of page
After changing configuration squidGuard you must apply all changes
ooy |
SquidGuard service state: STARTED s

Enable GUI log ¥
Check this for enable GUI log.

Enable log [V]
Chedk this for enable log of the proxy filter. Usually log used for testing filter settings.
Enable log _
rotation Chedk this for enable daiy rotate a log of the proxy filter. Use this option for limit log file size.
Clean
Advertising Check this to display a blank gif image instead the default block page. With this option you get a dear
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Blacklist Option@ Kenet

Blackl=t oplions

Bladidist o
Check W’r

Bladdest prowy l".__
Bladdist upload proxy - enter here, or leave blank. Fomat: host: [port login:pass] . Default proay port 1080, Example:
192 TER 0. 1=B0&D Lmer peess’

e l' k. htl:p:.-';'.-'..'.-'nr.r.slﬂaIlgllst_-:lefljm'-.'nm|:|E1-'5haIIaI|5t.tar.g:. .

Envier FTP, HTTF o LOCAL (frevwal) URL blacdet archive, or lsave Bank,

save | 40—
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download the databaseC kenet

Proxy filter SquidGuard: Blacklist page
T TN T R TS gy

J 03

ra_ hitp:fweerw. shallalist. de/Downloads/shallalist.tar.gz
| Downicad || cCance | [amd&u||‘

Erfer FTP or HTTP path o the Bladklst archive hene.

Eiackimt Lipdate
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cont. Ckenet

Kenya Education Network

Proxy filter SquidGuard: Blacklist page
 Genera setings | Common ACL | Groups ACL | Targetcategorics | Times | Rewrites |22 Log

Blackiist DB rebuld progress

T _.T*. y hl‘q:l:,.f,.fvn-n'..r.shaIlﬂlist.IJEJ:EiII.:E'.I'fI?I-:_:'?n:.IE,n'E.I'-aIIulist.tar-gz
| Dowmicad || Cancel | | Restors defaut |
E

P or HTTP path to the blackist sriive hee,

K3 Blacklist update Log

Begin blackliat update

Start download.

Download archive htop://ww.shallalisc.de/Downloads
fahallalisc.car.gs

Download complece

Unpack archive

Scan blacklist categoriea,

Found 74 items. I

Start rebuild DBS

Completed &0 %
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Enable target rule istsC kenet

Proxy filter SquidGuard: Common Access Control List (ACL)
ol Grovps AcL | Tt categories | Times | Rewrtes | plackist | Lo

settings QF
3]

Target Rules List (cick here) ¥ x

Hot to allow IF

addreszes n To make sure that people don't bypass the URL fiter by smply using the 1P addresses instead of the fully qualfied doman nar
L you can dhedk this oplion. This opbon has no effect on the Whitelist.
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cont. Ckenet

Kenya Education Network

Target Rules List (chck here) ¥ =

ACCESS: "whnaler' - ahwrys pass: deervy” - block: “slow” - pasn. F nor Blocked.

Target Categories
[odc_BL_aciv] Iy
[ _BL_sggressive] ﬁ
[ode_BL_snonven)] BcoRss
[ _Bl_sutcmeble_bie] sccn
[bdc_BL_szomobie_boan] BCIS o
[bi_Bl_putomobids_cars) _.l:u-u l:ﬂ;t& '
[ BL_sutomoble_plares] Baness
(ol B chat] BOTHES
[l _Bl_costaps] acoRss
[f_E_casng] baiwin
Mol B deewrioads] B2

|4 fd |4 (4 Sd 4 F4d |4 |4 |4 |4
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Prowoy Danisd
Erres

SalfuSamrch
argand

Ewveribe

Kenya Education Network

cont.. Ckenet

Requeat denied by Sg['pooduct_name'] pzoxy

Tha fird part of the srror message Ssplayed bo chents whan dered. Mmhm'm ol prodic_name’] prosy”

Cplions: et ur e page , ed url redinect . ot w2 'move’ , et url as Tound.

Erter wchirnal reciraction URL, efror mesisge o i (bytes) bere.

Ta probect your chidiren from sdull content, you can use the protecied mode of search sngines. Now & B supported by Google. Yandex,
Taboo, MSH, Live Search, Bing. Make surs that the search angines can, and cthers. & i recommsendad i prohibi,
Nofe: | This option overrides Rawribe' safting. !

niona {neverite: not defined] -_,.|
Erlar rarirb condbon maes For this rube. o wave bank.

$ e

Chwech; this: for kog this ibem.
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NB C kenet

Kenya Education Network

* Ensure that you configure an implicit allow
to avoid blocking all traffic.

Transforming education through ICT



C kenet

Kenya Education Metwork

Transforming education

through |CT

Thank You

www.kenet.or.ke
Jomo Kenyatta Memorial
Library, University of Nairobi
P. O Box 30244-00100, Nairobi.
0732 150 500 / 0703 044 500
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