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SNMP Introduction

- Why it's conception?
- What problem does it seek to 
address?
- What makes it simple? - design 
and approach?
- Power of SNMP
- Capabilities
- SNMP System Architecture



SNMP Introduction

● Collect accurate information about the 
equipment on your infrastructure 
equipment and servers.

● What tools would you use? What tools 
do you have in your network to collect 
such information? 

● We realize most of the tools used to 
gather and process this type of 
information are built upon a technology 
called SNMP.

● Implemented at the application layer.



Versions of SNMP
● SNMPv1-widely used but insecure-this 

version has been there much longer.{plain text 
authentication}1988

● SNMPv2-improved security features- not very 
popular due to its complexity in understanding 
and implementation
1993

- SNMPv2c-community-based authentication
- SNMPv2u-per-user authentication

● SNMPv3 - provides a higher level of security 
1998

- NoAuthNoPriv: Users connecting with this 
level have no authentication in place and no 
privacy of the messages they send and receive.

- AuthNoPriv: Connections using this model 
must authenticate, but messages are sent 
without any encryption.

- AuthPriv: Authentication is required and 
messages are encrypted.
     - Access control



SNMP Components
● Agents: program capable of gathering 

information about a piece of hardware, 
organize it into entities,store them in a 
format that can be queried, updating a 
database called the management 
information base {MIB} and respond to 
queries using the SNMP protocol. The MIB 
structure is globally standardized but 
flexible enough to allow vendor-specific 
additions.

● Manager: component that queries agents 
for information; they have data about all 
SNMP-enabled devices in their network 
and can issue requests to gather 
information and set certain variables.
{requests data}- manager is designed to 
also respond to Trap and Response 
messages.



SNMP System Design

● The SNMP manager : It is a software 
that usually runs on the machine of 
network administrator or any human 
manager managing the computer 
network.

● The SNMP agent : It is a software that 
usually runs on the network node that is 
to be monitored. This node could be a 
printer, router etc.

● The SNMP MIB : MIB stands for 
Management information base. This 
component makes sure that the data 
exchange between the manager and the 
agent remains structured.





SNMP System Design contd..

- Therefore we can easily say that the 
SNMP manager acts as an interface 
between human network manager and 
the network node being managed.

- Similarly, the SNMP agent acts as an 
interface between the SNMP manager 
and the network node being monitored.





Questions? 
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