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Signin >

dashboard

LOGIN

Classic login

Accessing the Lab

Go to URL: https://vlab.ac.ke

» If you are a new user click on sign up.
» If you have an existing account proceed to login.
» Enter the registration details.
NB: It is recommended that you use your organisation email e.g. user@kenet.or.ke

» The login does not currently enforce a password policy so ensure you create a strong password.
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» After successful registration you will receive a verification email in your inbox.
» Click on the verification URL to verify the registration request.
> An admin will receive your request and proceed to activate your account.
» After successful activation you will receive an alert on the same.
» Proceed to Login:
» Go to url: https://vlab.ac.ke
> Enter your login details and click on submit to Login:
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Pithos Cyclades

dashboard

LOGIN

Classic login

Email

» You should now access the dashboard.
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dashboard

Profile APl access Usage Projects Contact b

Pithos is the File Storage service. Click to start uploading
and managing your files on the cloud.

Cyclades is the Compute and Network Service. Click to
start creating Virtual Machines and connect them to

arbitrary Networks.

Access the dashboard from the top right corner of your

screen. Here you can manage your profile, see the usage
of your resources and manage projects to share virtual

resources with colleagues.
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After successful login, the links to access the services are visible at the top cloud bar.
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Pithos Cyclades

dashboard

Profile APl access Usage Projects

Pithos is the File Storage service. Click to start uploading
and managing your files on the cloud.

Cyclades is the Compute and Network Service. Click to
start creating Virtual Machines and connect them to
arbitrary Networks.

Access the dashboard from the top right corner of your
screen. Here you can manage your profile, see the usage
of your resources and manage projects to share virtual
resources with colleagues.

Joining a project

mnjau@kenet.or.ke v

Contact %

username@synnefo.org

> By default, access to other services is disabled by the implementation of zero quotas hence all

users should join a project to gain access to all services and computing resources.

» On the dashboard click on Projects:
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dashboard

Profile APl access Usage Contact

Pithos is the File Storage service. Click to start uploading
and managing your files on the cloud.

start creating Virtual Machines and connect them to

Cyclades is the Compute and Network Service. Click to !
arbitrary Networks.

Access the dashboard from the top right corner of your _

screen. Here you can manage your profile, see the usage
of your resources and manage projects to share virtual

resources with colleagues.

» Click on Join a project to Join a project:
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PROJECTS

Vlab gives you the opportunity to run your own projects
on virtual infrastracture or to become a member of other
Vlab users' projects. Simple and fast!

Create a new Project. Name it, describe its purpose,
choose virtual resources to be granted to members,
and submit. Your application will be reviewed, and if
accepted, you and your colleagues are ready to
deploy!

» Click on the appropriate project to join.

Request to be a member of an existing Project and
instantly gain access to the resources it has to offer
you. Search for public Projects, or submit a join
request to a private Project, if you think its
administrators will accept you. In short: try to Join
now.

> In this case project for the ISOC online course.

@ Viab Dashboard | Projec: X

&

C | @ Secure | hitps://vlab.ac.ke/astakos/ui/projects
Create a new Project. Name it, describe its purpose,
choose virtual resources to be granted to members,
and submit. Yeur application will be reviewed, and if
accepted, you and your colleagues are ready to
deploy!

now.

MY PROJECTS

Name Status Application
Active 16/08/2017
Accepted member 18/05/2017
Showing 1 to 2 of 2 entries pagination [10 v

Request to be 3 member of an existing Project and
instantly gain access to the resources it has to offer
you. Search for public Prejects, or submit a join
request to a private Project, if you think its
administrators will accept you. In short: try to Join

Search:

Action

Expiration
31/10/2017

18/05/2117 1

ab.ac ke/astakos,
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https://vlab.ac.ke/astakos/ui/projects/a78bcf0e-87ad-4b6b-96d3-3f335129897d

» Click on join to join the proj

(€ Vizb Dashboard | Ovenvi: X
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Overview Profile APl a

isoc-course.kenet.or.ke

PROJECT DETAILS

ner
RESOURCES
File Storage Space

Hard Disk Storage

CPUs

> Kindly note that approval to join a project is not automatic; the project owner or administrator

will receive the request and proceed with approval.

» Once approved proceed to create a virtual machine.

» Quotas are enforced on the project level hence a user can only use specific number of
computing resources as defined on the project, once they are exhausted the user cannot create

any more virtual machines and will be forced to delete the existing virtual machine to reclaim

resources.

ect:

-4bbb-96d3-37335129897d

ccess Usage

isoc-course.kenet.or.ke

1S0C-Online Course: Intro to Linux/DNS Course

16/08/2017
31/10/2017

Me

Max per member

0 bytes
10.0 GB
1
1.00 GB
1
Q

Contact

nlimited

PROJECT ACTIVE

Usage

0% (0 bytes)
0% (0)
0% (0 bytes)
0% (0)

0% (0)
0% (0)
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Virtual Machines Provisioning Engine (Cyclades)

» Click on the Cyclades tab on the top cloud bar to access the Cyclades interface:

€ viab x =) - ®
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Pithos Cyclades pkimani@kenet.or.ke ~

machines

Welcome to Vlab!

From this panel you will be able to manage your Virtual
Machines (VMs).

The panel is currently empty, because you don't have any
VMs yet. Start by clicking the orange button on the top left.
The wizard will guide you through the whole process.

Powered by Synnefo v0.18.1

hitpsi//vlab.ac ke/cyclades/uif®

> Click on New Machine to create a new VM:

» Under Images select Public:

€ viab X (=) - X
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Choose your preferred image

Images Available images
Systam ¢} Ubuntu Server 16.04 LTS(1 month) 1.69 GB ]
e by mnjsu@kanet.orke
i Ubuntu 16.04.2 LTS details
) Ubuntu 16.04 Desktop (2 weeks) 4,30 GB
by mnjau@kenst.orke
Ubuntu 16.04.2 LTS detsils
Snapshots
’ (@ Debian Base 537.47 MB
by mnjau@kenst.orke
87 details
(@ Debian 8.0(2 hours) 537.47 MB
Bublic by mnjau@kenet.orke
ublic
87 details
(@ Debian 8.0(1 day) 537.47 MB
by mnjau@kenst.orke
87 details
(@ Debian 8.0(1 week) 537.47 MB
by mnjau@kenst.orke .

You have selected a user-provided Image, which is not offidally endorsed by

Vlab. Please make sure it is from a trustworthy source.




» You should see a list of all available images with their description and a time tag e.g. 2 hours, 2
weeks, 1 month and 1.5 months.

» The description fits the time a particular VM is supposed to run from creation time, the lab is
automated to auto delete the VM after the appended time has elapsed.

» As the ISOC course runs for a maximum of one month, however select the FreeBSD 1SO
with a time span of a month and a half (1.5).

» Select the image of your choice (in this case FreeBSD 11.0) and click confirm then next to

continue:
€ vien x e - X
&« C | @ Secure | httpsy//vlab.ac.ke/cyclades/ui/ w| @

Create new machine

Choose your preferred image

Images

FreeBSD 11.0-RELEASE-p8 (GENERIC)

Snapshots s F“af!’,s‘jfl‘ﬂfl,da")
:r'eesézn}-_]{.;:;éisngs—ps (GENERIC)
Freebsd 11.0(2 weeks)
Fresta 11 ReLEAgE o8 (cENERIE)
Freeh5d=ll‘0(1 week)

by mnjsu@ksnst.orke
FresBSD 11.0-RELEASE-p8 [GENERIC)

Freebsd 11.0(2 hours)

y mnjau@kenet.onke
FresBSD 11.0-RELEASE-p8 [GENERIC)

You have selected a user-provided Image, which is not offidally endorsed by
Vlab. Please make sure it is from a trustworthy source.
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» On the create machine window click on the drop down and ensure you select isoc-
course.kenet.or.ke project:

€ viab x (S} = pd
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Create new machine

Available options are Filtered based an the selected image

System project

isoc-course.kenet.or.ke Machines:1 Memory size: 1.00 GB CPUs:1 Disk size: 10.00 GB

System project
Machines: Unlimited Memory size: Unlimited CPUs:Unlimited Disk size: Unlimited

512m8
Disk size (Unlimited l=ft)
568 10c8 2068

Storage

previous
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» Once you select the isoc-course.kenet.or.ke project, the computing resources are selected

(maximum for this particular project). Leave the resources as selected and click next.

@ viab x e

&« C | @ Secure | https://vlab.ac.ke/cyclades/ui/

Create new machine

Availsble options are filtered based an the selected image

| isoc-course.kenet.or.ke

Predefined CPUs (1 l=ft)

-

Memory size (1.00 GE lsft)

= -

Disk size (10.00 GE l=ft

568

Storage

previous

» Click next to proceed with setting up networking.
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» Click on create new to request for a new IP.

&« (i |(D https://viab.ac ke/cyclades/ui/ ﬁ| L I ¥ |

Create new machine

Connect machine to nebwaorks

Available networks
Select the networks you want your machine 1o get connacted to.
:
¢ 197.137.64.254 System project
[ 197137649 System praject
|| 197.13764.10

System project

[ 1971376411

+ greate %

[ % lezreel 1010 100/24

System project

Jttps:/ivlab.ac kejeyclades/ui#

> If an IP address is already reserved and selected, click next to continue
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Create new machine

Connect machine to networks

Available networks

Select the netwarks you want
:
| 197.137.64.8 System project
[ 197.137.64.56 isoc-course . kenet.or.ke
[0 197.137.64.57 System project
+ create new...
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» Click next to name your VM.

» Under machine name you can delete the default generated name for the VM and input any
custom name of your choice.

C v X e - X

& C | @ Secure | httpsy//vlab.ac.ke/cyclades/ui/ * @ :

Create new machine

Virtual machine custom options

Public SSH keys Suggested tags

the fallawing SSH pu machine tags later

You may change

fram the machines view.
Role

Database server Fila sarver

Mail server

previous

» Click next to review the summary of the VM the click on create machine to initialize the VM
creation.
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Create new machine

Confirm that the optians you have selected are carres

Machine name

@ Nyanjau-ISOC-Master

Image Flavor SSH Keys

CPUs ix No keys selectad

FreeSSD 11.0-RELEASE-pE Memory 1024 ME

reet - -p!

(GENERIC) X IP Addresses
Disk 10.00 GB

0s Freebsd 197.137.64.8
Storage ext_archipel:

Size 20068 | LYPE

cut nogur | 4 » | Networks

. No private networks selectad
Kemel FreeBsp11.0 | Machine Tags F

No tags selected
Project

previous create machine

> You will immediately get a display window displaying the machine password. “Write down
your password now: ********> and will prompt you for a confirmation that you have written
down your password.
NB: Do not forget to copy the password
You can change this password to a password of your choice upon initial login.

€ vizb x ] - X
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Machine password

Write down your password now:

You will need this later to connect to your machine.




» The Virtual machine will now move to building state and once all background customization
tasks are done the VM will change to running state and ready for use.
» VM running

€ vizb X ] - %

<« = ‘ @ Secure | httpsy//vlab.acke/cyclades/ui/#machines/icon/ f-‘r| e

Pithos Cyclades pkimani@kenet.or.ke

machines

=] et 3] single

Reboot
T Shutdown

EEEE Cﬂnlsnle
Resize

Destroy

Poviered by Synnefo v0.18.1

» To connect to your VM, click on the desktop icon and a window with connection details will be
displayed.

» Once a VM is created a FQDN (fully qualified domain name) is automatically created
referencing to the IP address you selected during the VM creation steps.

» Use the details to SSH to your machine either by using putty or any SSH client.

» The platform also provides console access to the VM.

» By hovering your mouse on the VM you will notice a menu of actions on the right hand side.

C kenet

Kenya Education Network



» Click on console then confirm to gain physical access to the VM.

/@ Vi x e - X

& = ‘ @ Secure | https://vlab.ac.ke/cyclades/ui/#machines/icon/ =] ﬁ| (]

Pithos Cyclades pkimani@kenet.or.ke v

machines

[Z] list [O] single

Reboot
Shutdown
Console
Resize

Nyanjau-ISOC-Master Running
| [isoc-course.kenet.or...] # [ | []]

snf-127.vlab.ac.ke

Destroy

Powered by Synnefo v0.18.1

> You can the proceed to login and begin the ISOC course.
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[ QEMU (snf-127) - noVNC - Google Chrome - u] X
gl
a

e | https://viab.acke/cy

machine: Nyanjau-ISOC-Master
console Hostname: snf-127.vlab.ac.ke

Connected (encrypted) to: QEMU (snf-127)

This is a slow connection meant enly for troubleshooting. For an optimal experience use the machine's Connect button on the main panel.

2048 SHAZ56 :daurf2VUzUbQ7XwGPyu45SF +FsOUBDXZAavuFFpCPUeFU toor@snf-127 (RSA)
Generating ECDSA host key.

256 SHAZ56:uzr+D1/QrK8ITbrnoKt6 [VUQuXrFZ2zUiT?zbCI-FYyl toor@snf-127 (ECDSA)
Generating ED25519 host key.

256 SHAZ56: 1YW6K jzAZRsUK9pEYRHBC1X4p?VU1iZLAGnXX0VeQFFs toor@snf-127 (ED25519)
Performing sanity check on sshd configuration.

Starting sshd.

Starting sendmail_submit.

Starting sendmail_msp_queue.

Starting crom.

Starting background file system checks in 60 seconds.

Wed Aug 16 17:55:29 EEST 2017

FreeBSD amdb4 (snf-127) (ttyvd)

login: Aug 16 18:02:42 snf-127 sshd[7201: error: maximum authentication attempts
exceeded for root from B3.227.103.204 port 49117 sshZ [preauthl

FreeBSDramd64 (snf-1Z27) (ttyud)

login: Aug 16 18:16:26 snf-12Z7 sshd[?351: error: maximum authentication attempts
exceeded for root from 46.174.125.95 port 51159 ssh2 [preauthl

Manually destroying a VM
» Highlight on the VM and click on the destroy menu item on the right side.
» Click on confirm to permanently destroy the VM.

&« Cc O viab.ac.ke | @ & 0

New Machine + E @

martin-vm-00 Running
[System project] #
sni-14vlabacke

Reboat
Shutd

martin-bsd-vm-00 Runining onmn

[System project] # Console
Resize

(=) X
. sni-20vlabacke %

martin-vm Running

[kenetorke] #

snf-57viab acke
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