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 The different types of Threats that can take 

place in Layer-2 are as follows: 

1. MAC Attacks 

2. ARP Attacks 

3. STP Manipulation 

4. VLAN Attacks 

5. DHCP Attacks 

 



 Mac address is a 48 bit long address assigned to a 

network host.  

 A network frame reaches its destination host by 

using the destination mac address 

 



CAM table overflow attack.  

 A major security threat found in Data link layer is CAM table 

overflow attack.   

 A CAM table is simply a table of MAC address and its 

connected port number's in the switch. 

 Unfortunately you cant really do anything against CAM table 

attack from a Linux machine, but some switch security 

measures can be used to prevent it from happening 

 

 



 MAC address spoofing  

 Through MAC address spoofing an attacker can 
change his mac address to the mac address of 
a different machine in the network. 

 Due to which the switch will start sending 
frames to the attackers machine. 

 Mac address spoofing can also be used to 
bypass several security measures, taken by ISPs 
to block users. 

 In Linux Mac address spoofing can be done 
very easily through command line. 

 

 



 Similar to the switch's CAM table, each and every 
machine contains an ARP table.  

 ARP stands for Address Resolution Protocol.  

 This table consists of IP to MAC address mapping. 

 Whenever you try to reach a computer on your 
network, the first thing that your computer does is 
to look its ARP table to find, the destination MAC 
address corresponding to the destination IP 
address. 

 In Linux you can view your ARP table as shown 
below. 

 [root@myvm1 ~]# arp -a 
 

 



 An attacker can send broadcasts with spoofed mac 

and ip addresses, so that the machines in the 

network will update their arp table entry with the 

attacker's spoofed address and MAC. 

 Dsniff suite contains mac spoofing and arp attack 

functionalities. 

 Dsniff is a collection of tools for network auditing 

and penetration testing 

 



 If a malicious user impersonates a switch and 
participates in the STP process, can create a DOS 
by consequently sending topology change BPDU 
messages all the switches will continuously re-
compute the algorithm. 

 

 The user can also participate in the STP process by 
impersonating the root bridge and redirect 
traffic/Sniff it. 



Network loops 

 Looping in networks occurs whenever there is more 
than one path available between two endpoints. 

 These kinds of loops can be created by having two 
links between ports on the same VLAN.  

 When a loop appears in the network, network 
broadcast packets travel in the network endlessly, 
which will result in bringing the network 
down. (since TTL or time to live header is not there 
in a frame, the frame's does not die on its own) 

 



 The method of dividing a single layer 2 
network to multiple broadcast domains so 
that traffic of those different broadcast 
domain's flow independently without colliding 
each other in that same layer 2 network is 
called Virtual Local Area Networks (VLAN). 

 



 Previously switches and routers only supported 
multiple vlans by using separate ports.  

 But these days due to advancement in network 
technology, VLAN's can be configured in a single 
port by using tagging facility in the switch. 

 VLANs are used to separate traffic of two virtually 
created broadcast domains.  

 So the main aim of the attacker will be to access 
traffic of other vlan for which he does not have 
access to. 

 



VLAN Hopping: 

 Using VLAN hopping, an attacker can send 
data to computers belonging to other VLANs.  

 This is achieved by tagging the data packets 
with the remote required VLAN ID.  

 This ability of tag data packet's with VLAN IDs 
are available in Linux, as well as other 
operating systems. 

 



 Another vulnerable protocol which can be 
compromised using Data Link layer is DHCP. 

 DHCP stands for Dynamic Host Configuration 
protocol.  

 DHCP is mainly used to automatically obtain 
the network configuration details, for a host. 

 The details are like IP address, gateway, DNS 
server details etc. 

 



IP pool starvation attack. 

 Normally the IP address provided by the 
DHCP server, is on a lease basis, which will 
expire after a certain period of time, 

 During this period the DHCP server will not 
allocate the same address to any other 
clients.  

 DHCP servers maintain a list of IPs that are 
already allocated, and the IPs that are not 
allocated.  

 



 This poses a denial of service attack risk, if an 
attacker sends large number of DHCP request with 
spoofed mac address to the DHCP server to consume 
all the available IP addresses. 

 Such kind of a denial of service attack against DHCP 
server is called IP pool starvation attack. 

 At this point of time, the DHCP server cannot allocate 
any ip address to the new hosts in the network 
(because all the IP pool addresses are consumed by 
the attacker's spoofed DHCP requests). 

 So the attacker will change himself to a DHCP server(a 
network can have multiple DHCP servers), and will 
allocate IPs and gateway as per his wish, to monitor 
the entire network traffic. 
 



MAC Attacks 

 Limit amount of MAC's to be learned per port. 

 Static MAC addresses configuration (not 

scalable but most secure). 

 



ARP Attacks 

 DAI is a security feature that intercepts and 

verifies IP-to-MAC address bindings and 

discards invalid ARP packets. 

 DAI uses the DHCP snooping database to 

validate bindings. It associates a trust state 

with each interface on the switch. 



 STP Manipulation 

 Enable Portfast mode on all non-trunking 
ports. 

 Enable root guard on Cisco equipment that 
enforces the placement of the root bridge in 
the network. 

 Enable BPDU guard on users ports to disable 
the use of priority zero and hence becoming 
a root bridge 



VLAN Attacks 

 Disable unused Ports, set them to access 
mode.  

 Disable Dynamic Trunking Protocol on access 
ports (DTP allows the port to negotiate the 
trunking protocol with the other device). 

 Disable Auto-Trunking on user facing ports 
(DTP Off). 

 Always use a dedicated VLAN ID for all Trunk 
ports.  



VLAN Attacks (Cont’d) 

 Do not use VLAN1 for anything. 

 Use all tagged mode for the Native VLAN on 
Trunks 

 Use the switchport mode access command in 
the interface configuration mode.  
 



DHCP Attacks 

 Enable DHCP Snooping on a Cisco IOS Switch. 

 To enable DHCP snooping on a switch, use 
the ip dhcp snooping command in global 
configuration mode.  

 To enable the switch to insert and remove 
DHCP relay information in forwarded DHCP 
request messages to the DHCP server, use the 
ip dhcp snooping information option global 
configuration command.  

 



Countering MAC Attacks  

 Configuring Dynamic Port Security 
Switch#configure terminal 

Switch(config)#interface fastethernet0/0 

Switch(config-if)#switchport mode access 

Switch(config-if)#switchport port-security 

Switch(config-if)#switchport port-security maximum 20 

Switch(config-if)#switchport port-security mac-address sticky 



Preventing STP Manipulation  

Enabling BPDU and Root Guard 
Switch#configure terminal  

Switch(config)#spanning-tree portfast bpduguard  

Switch(config)#interface fa0/10  

Switch(config)#spanning-tree guard root 

 

 



Countering ARP Attacks  

 Configuring DAI 
Switch#configure terminal  

Switch(config)#ip arp inspection vlan 34  

Switch(config)#interface fa0/0  

Switch(config-if)#ip arp inspection trust  

Switch(config-if)#ip arp inspection limit rate 20 burst interval 2  

Switch(config-if)#exit  

Switch(config)#ip arp inspection log-buffer entries 64 



Mitigating DHCP Attacks 

 Configuring DHCP Snooping 
Switch#configure terminal  

Switch(config)#ip dhcp snooping  

Switch(config)#ip dhcp snooping vlan 34  

Switch(config)#ip dhcp snooping information option  

Switch(config)#interface fa0/0  

Switch(config-if)#ip dhcp snooping limit rate 70 



 Layer 2 switched environments, typically 
found in enterprise customer wiring closets, 
can be easy targets for network security 
attacks. 

 Guard every port ! 
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