
  

Footprinting, Recon & Scanning

Ronald Osure

KENET Cyber Security Training
October 26th - 30th 2015



  

Agenda

● Footprinting and Reconnaissance
● Network Scanning



  

Footprinting



  



  

Footprinting is the first step in ethical hacking, 
w here an attacker tries to gather information 

about a target



  

Footprinting Terminology

● Open Source or Passive information 
gathering

● Anonymous footprinting
● Organizational or private footprinting
● Active Information Gathering
● Pseudonymous footprinting
● Internet Footprinting



  

Footprinting Process



  

Why Footprinting

● Know Security Posture
● Reduce Attack Area
● Build Information Database
● Draw Network Map



  

Footprinting Threats

● Social Engineering
● System and Network Attacks
● Information Leakage
● Privacy Loss
● Corporate Espionage
● Business Loss



  

Footprinting Methodology

● Search Engines
● Websites
● Email
● Competitive 

Intelligence
● Google (Google 

Hacking)

● Whois
● DNS
● Network
● Social Engineering
● Social Networking 

Sites



  

Network Scanning



  

The process of gathering additional details 
about the target using highly complex and 

aggressive reconnaissance techniques is called 
scanning



  



  

Types of Scanning

● Port Scanning
● Network Scanning
● Vulnerability Scanning



  

Objectives of Network Scanning

● Discover live hosts
● Discover open ports
● Discover OS and system architecture
● Identify vulnerabilities and threats
● Detecting the associated network service of 

each port



  

Scanning Methodology

● Check for live systems (ping sweep)
● Check for open ports (3 way handshake)
● Scanning beyond IDS (packet fragmenting)
● Banner Grabbing
● Scan for vulnerability
● Draw Network Diagrams
● Prepare proxies
● Scanning Pen Testing



  



  

Port Scanning Countermeasures

● Firewalls to catch probes
● IDS to catch OS detection method
● Open only necessary ports
● Audit your own network with same tools



  

References

● CEH course work
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