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About Apache

● The Apache HTTP Server, colloquially called 
Apache, is the world's most used web server 
software

● Apache is modular

● Apache is developed and maintained by an open 
community

● Usage as of June 2013, Apache was estimated to 
serve 54.2% of all active websites and 53.3% of 
the top servers across all domains



  

Security on Apache.. Introducing 
ModSecurity

● Extra security measures must be taken 
after initial setup

●  ModSecurity is an open source intrusion 
detection and prevention engine for Web 
applications.



  

Modsecurity

● ModSecurity supplies an array of request 
filtering and other security features to the 
Apache HTTP Server, IIS and NGINX.

● ModSecurity is a web application layer 
firewall.

● ModSecurity is free software released 
under the Apache license 2.0.

● Runs as an apache server module



  

Modsecurity cont'

●  It is a set of rules with regular expressions 
that helps to instantly ex-filtrate the 
commonly known exploits

● Modsecurity obstructs the processing of 
invalid data (code injection attacks) to 
reinforce and nourish server's security.



  

Advantages of Modsecurity

● No network side configuration
● Easy management.
● Free as in Beer
● HTTP intrusion detection and prevention



  

Disadvantages of Modsecurity

● Knowledge on protocols
● Manual Configurations
● Performance degradation
● Some applications might not work well e.g 

moodle



  

Modsecurity Rules

● Free updated rules from COMODO: 
https://modsecurity.comodo.com/

● You can also write your own custom rules

https://modsecurity.comodo.com/


  

Modsecurity redacted grab from 
webserver



  

Modsecurity Reviews

On February 13, 2013, a comparative 
penetration testing analysis report was 

published by Zero Science Lab, showing that 
ModSecurity is more effective than 

CloudFlare and Incapsula, but it has more 
false positives than Incapsula.
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QUESTIONS?

rosure@kenet.or.ke
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